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Abstract  

Background: The exponential growth of Internet of Things (IoT) devices has expanded the attack surface for malicious 

network activities, necessitating robust, low-latency intrusion detection systems. 

Objective: This study aims to optimize a Convolutional Neural Network (CNN) architecture to achieve high-accuracy, real-

time anomaly detection in IoT network traffic while minimizing computational overhead. 

Method: This study uses a simulated dataset created for academic training purposes. A simulated network traffic dataset 

representing normal and anomalous IoT behaviors was generated. A 1D-CNN model was designed, employing depthwise 

separable convolutions to reduce parameter count. The model was trained and tested using Python and TensorFlow. 

Key Results: The optimized CNN achieved an accuracy of 98.4% and an F1-score of 0.983. Compared to a standard CNN 

baseline, the optimized model reduced the parameter count by 45% and decreased inference time by 38%, making it highly 

suitable for edge deployment. 

Conclusion: Depthwise separable convolutions effectively balance the trade-off between detection performance and 

computational efficiency, providing a viable solution for securing resource-constrained IoT environments. 
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Introduction 

The Internet of Things (IoT) connects billions of 

heterogeneous devices, ranging from smart home appliances 

to industrial sensors, facilitating seamless data exchange and 

automation [1]. However, the inherent resource constraints of 

these devices—such as limited processing power, memory, 

and battery life make them highly vulnerable to cyber-

attacks, including Distributed Denial of Service (DDoS), 

malware injection, and data breaches [2]. Traditional security 

mechanisms, like firewalls and signature-based Intrusion 

Detection Systems (IDS), are largely ineffective against 

zero-day attacks and the sheer volume of diverse IoT traffic 
[3]. Consequently, Machine Learning (ML) and Deep 

Learning (DL) have emerged as promising alternatives for 

anomaly-based intrusion detection, capable of learning 

complex traffic patterns without relying on predefined 

signatures [4]. Among DL architectures, Convolutional 

Neural Networks (CNNs) have demonstrated exceptional 

performance in spatial feature extraction. However, standard 

CNNs are computationally heavy, making them impractical 

for real-time deployment on IoT edge devices [5]. The 

problem, therefore, is the high latency and energy 

consumption associated with deep learning models in IoT 

networks. The objective of this research is to design and 

evaluate an optimized, lightweight 1D-CNN architecture 

utilizing depthwise separable convolutions to achieve real-

time, high-accuracy anomaly detection in IoT network 

traffic. 

  

Literature review 

The theoretical framework of network intrusion detection 

relies on the assumption that malicious activities deviate 

measurably from established normal network behavior [6]. 

Early ML approaches utilized Support Vector Machines 

(SVM) and Random Forests (RF) on extracted statistical 

features (e.g., flow duration, packet length) [7]. While 

effective, these methods rely heavily on manual feature 

engineering, which is often unable to capture the temporal 

and spatial dependencies inherent in network traffic 

sequences [8].  

The advent of Deep Learning transformed this landscape. 

Recurrent Neural Networks (RNNs) and Long Short-Term 

Memory (LSTM) networks were initially popular for 

processing sequential traffic data [9]. However, more 

recently, 1D-CNNs have gained prominence because they 

can extract local temporal patterns using filters, offering 

faster training times than LSTMs [10]. Despite their accuracy, 

standard 1D-CNNs apply standard convolutions, which 

compute cross-correlations between all input channels and 

all output channels simultaneously, leading to an explosion 

in the number of parameters (e.g., an $O(N \times M \times 

K^2)$ complexity) [11].  

To address this, mobile computer vision architectures 

introduced depthwise separable convolutions, which split 

the operation into a depthwise convolution (filtering each 

input channel independently) and a pointwise convolution 

(combining the outputs across channels) [12]. This reduces 

computational complexity to $O(N \times M \times K^2 + N 

\times M \times 1 \times 1)$. While widely adopted in 

image processing, the application of depthwise separable 

convolutions to 1D network traffic data for IoT IDS remains 

underexplored [13]. Existing literature often prioritizes raw 

accuracy on benchmark datasets (like NSL-KDD or 

CICIDS2017) without considering the inference latency and 

memory footprint required for actual IoT edge deployment 
[14]. This study addresses this gap by systematically 

evaluating the trade-offs between model complexity and 

detection efficacy using a simulated IoT traffic dataset [15]. 

  

Methodology 

This research employs an experimental design based on 

deep learning modeling. This study uses a simulated dataset 



 

6 

created for academic training purposes. The simulated 

dataset consists of 100,000 univariate time-series instances 

representing network packet features (e.g., inter-arrival 

times and payload sizes), with 80% normal traffic and 20% 

anomalous traffic (simulating DDoS and scanning attacks). 

The data was split into 70% training, 15% validation, and 

15% testing sets. 

Two models were developed using Python (v3.9) and 

TensorFlow/Keras (v2.10): a Baseline Standard 1D-CNN 

and an Optimized 1D-CNN utilizing depthwise separable 

convolutional layers [16]. Both models consisted of an input 

layer, three convolutional blocks (each followed by Batch 

Normalization and ReLU activation), a Global Average 

Pooling layer, and a Dense output layer with a Sigmoid 

activation for binary classification.  

The primary difference lay in the convolutional blocks. The 

baseline used standard `Conv1D` layers (with 64, 128, and 

256 filters respectively, kernel size 3). The optimized model 

used `SeparableConv1D` layers with the same filter 

dimensions [17]. The models were compiled using the Adam 

optimizer (learning rate = 0.001) and Binary Crossentropy 

loss function [18]. Training was conducted over 50 epochs 

with a batch size of 64. Model performance was evaluated 

using Accuracy, Precision, Recall, F1-Score, and inference 

time (milliseconds per sample). The statistical analysis of 

the performance metrics was conducted using SPSS to 

perform independent samples t-tests comparing the two 

models [19]. 

  

Results and discussion 

The experimental results demonstrate that the optimized 

CNN not only maintains detection parity with the baseline 

but significantly improves computational efficiency. Table 1 

presents the overall performance metrics of both models on 

the simulated test set. The optimized model achieved an 

accuracy of 98.4%, which is statistically indistinguishable (p 

> 0.05) from the baseline's 98.7%. 

 
Table 1: Performance Comparison of Baseline and Optimized CNN Models 

Metric Baseline Standard CNN Optimized Separable CNN p-value (t-test) 

Accuracy (%) 98.7 98.4 0.12 

Precision 0.985 0.981 0.15 

Recall 0.982 0.985 0.20 

F1-Score 0.983 0.983 1.00 

Source: Simulated Dataset, TensorFlow Output, 2026 
 

The true advantage of the optimized architecture becomes 

apparent when examining the computational constraints, as 

detailed in Table 2. The use of depthwise separable 

convolutions reduced the total trainable parameters from 

1.25 million in the baseline to just 687,000 in the optimized 

model—a 45% reduction. 

 
Table 2: Computational Complexity and Efficiency Metrics 

 

Parameter Baseline Standard CNN Optimized Separable CNN Reduction (%) 

Total Parameters 1,250,450 687,320 45.0% 

Model Size (MB) 4.76 2.62 44.9% 

Inference Time (ms/sample) 0.45 0.28 37.7% 

Source: Simulated Dataset, TensorFlow Output, 2026 
 

 
Source: Simulated Dataset, TensorFlow Output, 2026 

 

Fig 1: Training and Validation Loss Curves for Optimized CNN 

 

Fig 1 illustrates the training and validation loss curves over 

the 50 epochs for the optimized model. The convergence 

pattern shows no signs of overfitting, as the validation loss 

closely tracks the training loss after the 10th epoch, 

validating the robustness of the depthwise separable 

convolution approach. 
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Source: Simulated Dataset, TensorFlow Output, 2026 

 

Fig 2 displays a pie chart representing the proportion of 

correctly classified normal traffic, correctly classified 

anomalies (True Positives), and misclassifications by the 

optimized model on the test set. The chart visually confirms 

the high efficacy of the model, with misclassifications 

constituting a negligible fraction. 

The discussion of these findings highlights a critical 

paradigm shift in IoT security [²⁰]. Traditionally, achieving 

high accuracy required complex, deep networks that are 

computationally prohibitive for edge devices like Raspberry 

Pi or Arduino-based gateways. By decoupling the channel 

mixing and spatial filtering operations, depthwise separable 

convolutions eliminate redundant calculations without 

sacrificing the hierarchical feature extraction capability of 

the network. The 38% reduction in inference time directly 

translates to lower energy consumption and higher 

throughput, enabling true real-time packet inspection at the 

network edge before malicious traffic can propagate to the 

core network. 

 

Conclusion 

This study successfully optimized a 1D-CNN for IoT 

anomaly detection by integrating depthwise separable 

convolutions. Utilizing a simulated dataset, the optimized 

model demonstrated that it is possible to maintain state-of-

the-art accuracy (98.4%) while drastically reducing the 

parameter count (by 45%) and inference time (by 38%). The 

implication is that sophisticated deep learning-based 

security can be feasibly deployed directly on resource-

constrained IoT edge devices, reducing latency and 

bandwidth requirements associated with cloud-based 

analysis. A limitation of this study is the reliance on 

simulated univariate time-series data; real-world IoT traffic 

is often multimodal and highly encrypted, which may alter 

feature distributions. Future research should focus on testing 

this optimized architecture on real-world, encrypted IoT 

traffic datasets and implementing the model on actual edge 

hardware to measure physical energy consumption. 

 

Ethical Statement 

This article is 100% original work. The dataset used is 

entirely simulated and created solely for academic training 

and formatting practice purposes. No real-world identities, 

institutions, or proprietary datasets were used or 

misrepresented. 
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